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This software updates FileMaker Server 2024 to version 2024 (21.1.7), adds new features and
enhancements, and addresses issues.

FileMaker Server 21.1.7 is available as a full installer, which can also upgrade or update an existing
installation.

Download the installer from your Electronic Software Download (ESD) page. Or contact our Sales team
at: sales@winsoft-international.com

New features and enhancements
Performance and compatibility

e The OpenSSL library has been updated to version 3.3.5.

Security

e Windows: To enhance security, the FileMaker Server installer now includes an option to
disable IS short filename enumeration by setting NtfsDisable8dot3NameCreation in the
Windows registry. This prevents attackers from using the tilde character to discover hidden
files and directories.

Addressed issues

Security

e A path traversal vulnerability in FileMaker Server Admin Console allowed users with minimal
privileges to enumerate arbitrary folders on the server by modifying directory paths.

e Apache Tomcat has been upgraded to version 10.1.47 to address CVE-2025-31650, CVE-
2025-55752, CVE-2025-55754, and CVE-2025-61795.

e Security vulnerabilities could lead to unauthorized access and remote code execution,
including cross-site scripting (XSS) in a FileMaker WebDirect custom homepage and path
traversal during script execution.

Admin Console

e Clicking the Go to Adoptium link in Admin Console's Connectors panel resulted in a 404 error
page instead of opening the OpenJDK 17 download page.
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FileMaker WebDirect

e In FileMaker WebDirect, entering text using Japanese language input didn't commit the
entered text, causing the text to be lost when changing layouts, creating new records, or
performing other actions.

APIs, technologies, or features to be deprecated

As FileMaker Server evolves, the list of supported technologies, APls, and features will change. As part of
this evolution, certain operating systems versions, hardware, and features may be deprecated in favor of
newer ones. Although deprecation does not mean the immediate deletion of an item, you should migrate
your solution away from deprecated technologies, because these technologies may be removed in a
future version of the product.

For the latest information about deprecated APIs, technologies, and features, search the Knowledge Base.
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